Oshkosh Corporation Classification - Restricted

In the current CMMC landscape, there are three levels:

1. Level 1is required if you handle Federal Contract Information (FCl)

e Certification is done through self-attestation in SPRS
2. Level 2 is required if you handle CUI

e C(Certification is done by a 3rd Party Assessment Organization (3PAO)
3. Level 3 isrequired for specially designated programs

e Certification is the same as Level 2 plus an assessment by DIBCAC

The final CMMC rule is expected no later than Q1 2025 calendar year.
Any documents marked as the following are considered CUI (including but not limited to):

e |TAR

e EAR

e Distribution Statement B

e Distribution Statement C

e Distribution Statement D

e Distribution Statement E

e Distribution Statement F

e For Official Use Only (FOUOQ)

e Controlled Unclassified Information (CUI)

The DoD CUI Registry (https://www.dodcui.mil/Home/DoD-CUI-Registry/) provides a more complete
listing of indexes and categories of CUI.

Common Questions:

e What are the Level 1 requirements?
o Full compliance and implementation of the 17 NIST 800-171 controls as defined in 32 CFR
§170.15.
e What are the Level 2 requirements?
o Full implementation of the current NIST 800-171 framework controls as defined in 32 CFR
§170.17.
e What are the Level 3 requirements?
o Full compliance with Level 2 and a subset of NIST 800-172 controls as defined in 32 CFR
§170.18.
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